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(57) Abstract: An apparatus for transmitting an MPEG-4 IPMP extended ISMA media stream produces an ISMA media stream 
J~ having an ISMA header and including, as a payload, contents, then embeds in the media stream an IPMP tool stream descriptor 
indicating, as a tool required for processing the contents, at least one tool selected from a group including an IPMP tool, an ISMACryp 
decryption tool, and a key management system (KMS) tool, and then transmits the ISMA media stream. 
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w m m 

MP EG- 4 I PMPfe3S£*Wt I SMAlft^ h V — i^i£ff=gg 

*$&Wn, I SMAftf7l/- Ay — ^^oVNTS^"5Ttg^MPEG-4 I P 

Jf-^y^jT'Tv^Tl/X (ISMA: Internet Streaming Media 
Alliance) fe^CD*. 5 Zf<D 1 -0X*foZ o Zfafe. IP7WA!7^^ 

ffl IC^J-r §7WA!7^ £ r. £ JC J; >9 ^ OPp^M £ 9 jfc&A,T?V n § „ 

<£>tfc$lte. ^#^MPEG&^#Jffl$:^U ii: L-C^Pg© «&U 
<Djgj^ J ^^H^MPEG-2 J ^MPEG- 7&ffl&*£A,X*h MP EG- 4 

I SMAtt^fcB&^k^V— — ^ -T^^-fex I SMA»1>!]-Afc 

-cfcSK s^^ii^s. -fe^y^, y £ i??^mm f gm (drm: Digital 

Rights Management) ^fA[^UTflJffllI|g-C$)5 0 ^-*Lte N £fc s 
EE^^a"r<5 0 Ellfil SMA7^A7-^±© I SMAC r p t$m<OT— 

i sma#;i:wl-cv^£ 2«lP^ff^s^^^^^o i-ftfc>^ 

I SMAfffl^ffiif (ISMA-only receivers) iMPEG^rAM^Ifi 
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g (MPEG system-capable receivers) X~&>Z> 0 r I SMA^^ff^ 

gj fi % MPEG-4^X^M£ttJ&^mt£%:mmmX~tetj:<, -o-§=9, MPE 
G-4(Dm^M^ WMPEG-4 G*-WW!J) 1&ft?>hV—Mztt 

tii:i:1)HMPEG-4^Ti».WtfSS:M^5. MPEG^tA 

SrcitfMPEG I OD (Initial Object Description : tyM$-Zf&x.P hlB 
j&) 9 Hf&T?# 5, I ODfi/^-Y^ !) SDP (Session Description 

Protocol) m&rt-fefrlbS DP I OD i LT-g"^tt5„ 

I SMAC r y p f*£ KMJj<Dlffi.<0$tte 'J/BT* £ 5„ -t*Lf± SDP^ 

yir— s?rt©/w*-JJ i 0D«ri£§Si-s 0 gfuv>ix^y^^ (i§*p) i s 

Wtt^ SDP IOD© rft/hoj S.t^ r^Oj 5i£p^ 7;*— U 
g{f^gOMPEG-4 I PMPiX^^Ai:^2^Jffitt^ft^t>li-So 

U5>Ufttf5£>. I OD^UTi£36bT^a$tb5m^ I SMAC r y pfci 
^fe-er±&<. ^ff^MPEG-4 I PMPt£K£M££ — iSctTV^iV\ 
IB:. I SMA^ by-^iMPEG-4 I PMPtSSSSl^^f^g^J^IElX 
f8«U§*t^V>»^3&SS>S. ^ix.^, I SMAC r y p I ODf*3<D I PM 

P_D escr iptor (D^ffeifi I SMAC r y p^M^^'f^^^.^ £H 
5ri^it?) 0 U^U MPEG-4IPMPratj:tiH 
125&^- (Tool List Descriptor) tt N I PMPftf^^tlTV^ IODtpl- 
#^UJfci"ttb^e>^V\ ^Jlf)©^ttW- SC»> MPEG— 4 I PM 
P*t3RS«IS^B^SH"« I SMA7V— — ^©*B5^iJffitt***;5®tt 

ISMACrypI^fl S D PF*3(E> I ODOj£5M^riS b"C x MP EG — 4 I 
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PMP^V^fc I SMAC r y p $mv>m%H*:J£m~tZ> 0 I OD^tP^ 
(signaling) ft<D I PMP_D escryptor (DfefeiZ X % ^ft^Sfr- 

**lt. zL<omfc* v v —A&em&tix^zzk&totb&z* mpeg ip 

5- U&*Uft*S6>, MPEG-4 I PMPl£55^^I PMP^®§r^i-fcfeic 

ffl&n I PMP{Si^t5 I ODrtO I PMPlB3d^©#£*»SEbfcV\ E. 
(£>fca£\ I SMAC r y p-Vfc$k£tl1tM*B&& (signaling method) ft. I O 
-Ofty—fry X MBife-?Sr«F03iJ I PMPfBi£^£^fc&V«fc* M)-A<^# 

ZtbK, MPEG-4 I PMPj£SS2:&tf>^f^«'C I SMAffltSf-^ 
I PMPf- *fctt|«rt-SI&#ft;tiMfL KMSay^^WVs 
is) <D&m&^1&bteZ>£5\ZirZ>1tlb\Z.* ISMACryp» I PMP 
mmz&^XmmZfoK. I SMAC r y pfE*^ ( I SMAC r y p_D e s 
crip tor) lUot I OD|*l<D I PMPlB^^SrfeK bfc„ ua>Lfc#& N 
MPEG-4 I PMP£M&tf>S^iSJgtf)fc:£\ I OD <D XWiYiMM £*K I SM 
ACr y p£M£tf^— ^i: Uffc*W<— l?a yi^iS^i^ofc, ^tL^J; 
V), I PMPayr^^ M^l«$tl5 I SMAiCiif^f-^lts ftff<^ 
MPEG-4 I PMPl£9S^«rfcllt^<Dfc5am^BfcJ:!3»«*^^*3 

f/Maoo, ^ff^MPEG-4 I PMPtfc^te©»E^&0M^Sfc fetes 
§lfT<E>MPEG-4 I PMPfcmMfaKXY) I SMA^Bii^i-Sx— ^SrUHfrT? 
t^ffbv^^s^xfeSo ^©iifiM©^^3 y©MP eg-4 i p 
M P 1 £SM§E«r«FOo 

isSi-y ^iy<Dmm*ffi&r$-zfr&. *5swr±> mpegw^x^ mb 

^ (IOD) 1^3© I SMAC r y p»#S^I^t5^ty y» 
(signaling mechanism) ^r^^i" 5 „ y—;vy^ hk I PMPf2^F-#H£Si£r£fl 
bi§:5fca?>te^§£*i/5„ r©ftlitlfOMPEG-4 I PMPifcaeat&fcS 
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^«MPEG-4 I PMP$a3I£*Wcl I SMAMft* h V — 
I PMP^^^ I SMAC r y pfl?^S> — mWMfX'r-k (KMS) 

ttommte* h y -A^ffl*^, huib i smaii$:7 h y -j**mm-tz> 0 

10 :rt\ I PMPi'W^ft, MPEG-4|l^lt5MTOIfI 

(Intellectual Property Management and Protection : I PMP) S 7 — /Is&M 

I SMAC r y pfl^S'-zWix I SMA^ttSflf -J§-fl$H& I SMA 
Cry p^Bt^$^fc=>'7 i ^S'%mi§-t-?)^-^-/^$?§o 

Hfl^^f (Key Management System : KMS) S>— =^ 

25 -efc^o 

fc*s % fltnas'-^y * mb^stewb i sma»^ h y — &<d i oDtci* 

*fc x ^PJ^#^>MPEG-4 I PMPt£?I$ttfc I SMAl^hJJ- 
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I S MA— y y&ft U =» >T >y K£ LT^tf I S MAl&fl^ h 

WlBavy^yo^BffiicjfiMWciy— Lt> IPMPy-^ ismac 

ryp)li^i> HWSv'^^A (KMS) *r£if«W»fe»«3't3 

StjIB I SMAlfr^ }> y -^^^ti-6o 

SuIBI PMPlB^tr^i-I PMPlB^^^^SrHufBI SMAl 

fcfl|»-e#S©^ I PMPfB^Oi^-rX^JfiSg^ioT^kUTt^a^ 
J&T*#6„ £fc> jiulBI PMPIB3fi-?#^^*rflWBI SMAl^ hy-Atf) 

E sffiafc?-fc:S«>£A/?t> «fcv\ 

£fc&£>fc:> fulfil PMPlB^^n^Ts ftfrfB4>&< th—oW—s^m 
UV\ 

^fCx fulfil SMAC r y pflPSfcy— /M^fflV^ I SMAC r y 

^T > I PMP D a t a B a s e C 1 a s s fr>£>J£«5SL.fc I SMAC r y p 

Da t a tp^^ibTt>J:V\ BUlfi I SMAC r y p_D a t a Sr. BU 

IS I PMPlfr7 b y— A(DOD"plC*&^$H§ I PMPlBafi^fct&fflUTfc 
£V\ HVlia I SMAC r y p_Da t a fulfi I PMPi^ b 

y — A«P^*&«fi$tt5 I PMP_Me s s a g e fp lZl*&#J LT t> <fcV\ 

£r^-C% I SMA7V^y-^rttlj;lODi:OD^ii$tb5, I PM 
py-/I/JJ * I OD^^afc^tL, I SMAC r y pfiyK#^0E-t" 

Sfc&f*. I PMPfB^^^^i: I PMPIE^^ i OD^ODrtl-aft 

I OD^tfOD^ MPEG-4;/^f^^l^t5 I SMA^if^tt^SD 
P IODV^yv^ctoTiUbnSo SfcfflTlSil-eW:, IODtOD^ 
-T§ 0 I PMP^/«ffl$|lfcJ:#^ SfSSI«W:I SMAC r y p^» s 
^i-5r.^Sr®«H-5. I PMPfBiE-T-tf-r^i: I PMPlB^^W^tt 
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I SMA7V^!7^^ * hy-^H SMAC r y p K: «fc 9 £ 
TV>S»£\ I SMAC r y p^77<-* (fllitfifs BgF^SBB'W tt I SMAC 
r y P_Da t aJ^lCt&^-STlg-efc!?. I PMPfExfc^fcfi I PMP* h !> - 
Art^BB«BrtB-e*>S. ^7^-?©ft»HMPEG-4 I PMP&SM&T'fc 

So 

S^gtill-T, ISMACrypl-lW7^-^H MPEG— 4 I P 

MP^ais^&T\ i PMPiaafc^fctti PMP^M)-^ 5 *t#5, 

^tlt,©^°7^-^lil SMAC r y p |B^^-^Sr#^i~5 fc*fc:t&BT?# 5 0 
*»«©aU8fci9, I SMA^I7V-A!7-^S MPEG— 4 I PMP 

^^Wf^i I ODI^Oy^y ^ bRU'ODrtO I PMPl2i££r*IJfflUT I SM 

^ ftff^MPEG-4 I PMPfeWi-H' 

^^W^^f- I PMP D a t a B a s e C 1 a s s b £ t^fc I SM 

ACr y p_Da t a SBWSftfcl SMAC r y p_D a t alii 

SMAC r y p/-?7^-^^^t5fcJ?)^ffl-Cf , ^S^t I PMPlB^ 
*7tr±I PMP^ MJ — A<DV^tl/*^*5V^*&i^$tt#5o I SMAC r y p 
^ y-/?^ftf5^i:|j:MPEG-4 I PMPfe^KiWH'S-^l-ftSo 

@l|i s ISMACryp T~^*^&*Wia"C*>*- 

®2te. MPEG-4 I PMPSJSR- 3^^y©flBgSr^t-BI*X?*)5o 

0 3lt I PMPlB^&^T I PMPlCiSftS^S^Sayfyy 

BI4© (a) r±. 0 3t?^-r I SMA* b y -^©#3tSr^f «t«&H"e*> 9 . 
(b) r± % (a> ©Esiasfi^rt^W^^it^WH-efcs,, 
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H!5te, I PMPEffi-?^^Sr^*^I SMA^ hD— J*<DW£M*7FlT 

0 61*. y-fflfl-e I SMA» h y-ASr^LSbTBff-t"^ I SMA 

a 7 tex ^i/^—ymx° i smai^ h y -^^su-c^ifi-s I SMA 

0 8tt, a^a— ^flD"? I SMAl^^ b y — ^SrftySbT55fSi"S I SMA 

i. i ^'^-y 

g.frtf) I SMAC rypft, I SMAf fflMP EGSffiSfXt^P EGgfS 

SDP FMTP^t!J ^ • ^7^^©*^»tH5^s SDP 

1 OD(t * h y —.Atf* I SMAC r y p&m (*'J^ I PMP^tD^) 

irtts^i:^ &n<DMFEG&fcmmtemm\s*rtni£ftibto\ kms^ 

SDP IOD (S*IPMP^t'Jy^) rtoiPMP^tJ^mt: 
JBVvf I SMAC r y p^t!) >^&*Bbii:Tt>&V\, 

*WtliMPEG-4 I PMPKi:£ttt©fc?>^i*t5 0 . ft/h<0 
f^T?. I SMAC r y pdK MP EG- 4 I PMPt£55i: 

ft/M PMP-X^tU ^ 

I PMPt£3Ite I ODrt© I PMP ju]) x MBili^Sr^^i~5o I PMP 
y-yi^y * h|Bi£^tt&©&«fc^T&3lft i pmp y-jv<o Zftfet 

5o MPEG-4IPMP»M, IPMPWfcS^it y-zwy 

^MBiE^ttiODrtJcflPttb^rt^tf^fe^. •eur, tD©IPMP-X 
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HlfftStKKMSf^^^tS^O I SMAC r y p{t«^cfc*U£> 
4>&< ^2o©^-;^MPEG I PMP^M h!3M^fc:##-?"Si& 

EG I PMP^II ^ I SMAC r y p /KZ)#3sr±, I SMAC r 

I SMAC r y p^-M-iS^-^D * Mffi&B^ (Tool List Descriptor) 
(DM &&TF<D& 1 fcTFrfo 

mi 
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agK^frTV^, IPMP^^h (2. 1) $rteffl-*-5 r fc tt* 1 SM 

ac r y p««o#^©a*p**j&ic-r*«rt-ett*< x y-?v*i&'m-z>mz- 

i^(D12 8t'j/h©IPMP7-;HD (2. 2) (I£ 
SV^C^ftfWS'-- ^ ( 2 . 3) Sr^i" I PMPS'-A' IDO'jXh ^ffl-T 

«t v*%tmwm*$f^z.k&'?%z>o mk<Djj&n. i pmp^^»^ 

fe»i^b*V^3P*IB3fii-5^9^ by y^lffi* (2. 4) MtS^tT'fc 

s^i PMP-x^ty ^ 

MPEG^tAMMH»-MU I PMPfc:|M£^3&S&fTfc5fc«> 
&£j;!9#<OI PMP-tt^^-efe^o iW»fc5MPEG I PMPte 
• V^^oV^-Cf*, JSTFO I PMP^tU tt^ffl^ 

jxbttMP EG^fts* #^«w-rs 0 Bt^^nfcoi w 

^2 



WO 2004/100442 



PCT/JP2004/006288 



11 







(If y M 










IPMP DescriptorPointer 


1 


8 


IPMP DescriptorPointer tag 


10 


2 


8 


descriptor size 


5 


3 


8 


IPMP DescriptorlD 


OxFF 


4 


16 


IPMPX DescriptorlD 


0x0002 / 0x0003 


5 


16 


IPMP ES ID 


0x0000 
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2. i p m p & n z> i smac r y v<o&m 

I SMAC ryp^ h V -J^iJ£^{k&fBi£^ 3 ll^7^- 

I SMAC r y p_D a t a I PMP_D a t a_B a s e C 1 a s s ICjo 
WT^a^tWc I PMP-X^b&aS^So I PMP_D a t a_B a s e C 

1 a s S&MPEG-4 I PMP XT'^T^i 9 fcfem^fr&o 
abstract aligned (8) expandable (228-1) class IPMP_Data_BaseClass : 
bit (8) tag=0 . . 255 

{ 

bit (8) Version; 
bit (32) datalD; 

// Fields and data extending this message. 

} 

I SMAC r y p_D a t a f*Jl|B<D^<— ^ ^ 9 Xfr V s LTV^ 

I SMA**ra<04S5^J/Ba s #6E$;ft3o 
r<D I SMAC r y p__D a t a W\ 2 -O Zfr 

#§„ ^llil PMPlB^^fp^^-r^r ISMACryp_D 
a t a$r^i-5 I PMPfB^^J&STf 0*g6 
^6 
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bit (16) IPMPJ)escriptorID; 
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